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TI - Digital information protection apparatus sends decoding information from server to 
user for decoding encrypted digital data on receiving digital signature along with request 
from user ~* n 



AB - JP2000172648 NOVELTY - An election watermark is embedded on encrypted 
digital contents (4) and supplied to user (3) from server (2). User interprets watermark 
information by executing specific program described in intermediate language format The 
user sends request (5) along with digital signature to server for verification. The user decodes 
the encrypted digital contents using decoding information (6) received from server 

- DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following: 

- (a) digital information protecting method; 

- (b) memory medium for storing digital information protecting program 

- USE - For protecting copyright while distributing digital information like image and 
audio, via network like internet or CD-ROM. 

- ADVANTAGE - Protects copyright of digital information by preventing inaccurate 
utilization. 

- DESCRIPTION OF DRA WING(S) - The figure shows the block diagram of digital 
information protection apparatus. 

- Server 2 

- User 3 

- Encrypted digital contents 4 

- Request 5 

- Decoding information 6 
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====== PAJ ====== 

TI - DEVICE AND METHOD FOR PROTECTING DIGITAL INFORMATION AND 
STORAGE MEDIUM WITH DIGITAL INFORMATION PROTECTION PROGRAM 
RECORDED THEREIN 

AB - PROBLEM TO BE SOLVED: To appropriately protect the copyright of digital 
contents. 

- SOLUTION: At a distribution server 2, information such as kinds of enciphered 
digital contents and date of preparation is embedded in these contents by an electronic 
watermark style so as not to be easily discriminated and not to be easily separated by the third 
person, and distributed to a user 3 as enciphered contents 4. The user extracts the information 
such as the kind of contents and the date of preparation by a program, which is described in ' 
an intermediate language form which does not depend on a device, for interpreting and 
executing the electronic watermark information, applies a digital signature to this 
information, outputs a request 5 to the distribution server 2 and deciphers the enciphered 
digital contents while using deciphered information 6 from the distribution server 2 which 
verifies this request. 
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